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Moving Beyond Traditional Antivirus
Attackers have been easily evading traditional antivirus solutions for years, which is why almost 
every breach originates at the endpoint. Invincea realized that a new way of detecting malware 
was critical. Created by the data scientists at Invincea Labs, X by Invincea leverages deep learning, 
an advanced form of machine learning, as part of the industry’s most advanced next-generation anti-
virus solution. This gives X by Invincea the ability to detect and stop malware – even previously 
unknown variants - without relying on signatures.

Preventing Known and Unknown Malware without Signatures
X by Invincea leverages machine learning to identify and block suspicious files before they exe-
cute. Every program found on the endpoint is automatically analyzed. First, Invincea extracts 
unique file features about the program and its capabilities. Second, the extracted features are then 
run through Invincea’s multi-stage deep learning algorithm to determine how similar the file is to 
other malware families. X by Invincea then returns a similarity score for the suspicious program. The 
higher the score, the greater the likelihood that it is malware. If a file exceeds the risk threshold, it is 
automatically quarantined or deleted. X by Invincea will even identify the malware family the file 
belongs to. The entire process, from feature extraction to quarantine, takes only 20 milliseconds.

Deep learning mimics the way the human brain thinks. Recent advances in deep learning have 
allowed breakthrough results, including advancements in facial recognition and natural language 
processing.  Invincea uses similar deep learning technology to differentiate malware from benign 
programs. This means Invincea can detect previously unknown malware and polymorphic vari-
ants that evade signature-based solutions. In essence, X by Invincea stops malware before it can 
impact an endpoint, without affecting performance.  This includes ransomware, weaponized 
Office documents, and other prominent endpoint threats.
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Stopping File-less Attacks
Not all endpoint attacks rely solely on mali-
cious files. Many attacks begin as file-less, 
meaning the attacker does not write any 
files to the user’s system. File-less attacks 
are extremely popular because many of 
today’s endpoint protection solutions 
struggle to detect these attacks.  The most 
common type of file-less attacks are weap-
onized Office documents. To prevent 
file-less attacks, X by Invincea utilizes 
behavioral monitoring to determine if 
trusted programs are behaving badly. 
When suspicious behavior is detected, X 
by Invincea automatically terminates the 
malicious process in real-time, before it 

can do damage.  Behavioral monitoring works in conjunction with deep learning to dynamically 
set the risk threshold and provide greater defense-in-depth against endpoint threats.  

Eliminating Spear Phishing Attacks
Almost every major cyber attack begins with a targeted email with a malicious attachment or link. 
Organizations attempt to combat this with training, but users will always make mistakes that lead to 
painful breaches.  X by Invincea offers a better solution for spear phishing protection for those 
organizations who require additional endpoint security. With X by Invincea’s isolation technology, 
all links and attachments from email are automatically opened in an isolated environment.  Users will 
continue to conduct business as usual, but attackers are completely contained.  Threats are killed, 
removed, and logged without exposing any data or allowed the attacker to gain a foothold on the endpoint. 

Deep Forensics
X by Invincea offers a wealth of forensic information about 
what is happening on the endpoint – but does not over-
whelm analysts in a sea of big data they need to hunt 
through.  Unlike other tools, X by Invincea provides real 
insight into how the product works. It explains exactly why a 
file or process was flagged and offers details for further 
investigation and response. Capabilities analyzed and 
reported include keystroke logging, data encryption, FTP 
usage, packet capture, and much more. 
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Deployment Options

X by Invincea Detect runs silently to identify compromised endpoints, including compromises 
that existed prior to deploying X by Invincea. The forensics collected provide visibility to security 
teams to detect and respond to attacks. The Invincea Management Server, which is used to 
manage X by Invincea deployments and analyze forensic data, can be hosted or deployed 
on-premise. Data can also be exported to SIEMs and other security tools.

X by Invincea Prevent includes all the forensics and analysis included in Detect, but also automati-
cally blocks threats before they can cause damage. X by Invincea Prevent uses machine learning to 
detect and block known and unknown malware from running. In addition, Prevent uses behavioral 
monitoring to stop file-less attacks, including weaponized Office documents, from compromising the 
endpoint. X by Invincea Prevent is completely host-based and works even when the endpoint is 
offline. This means users stay protected whether they are in the office or on the road.

Finally, X by Invincea Complete not only offers the features of Detect and Prevent, but also adds 
additional spear phishing protection.  X by Invincea Complete leverages Invincea’s isolation 
capabilities to contain untrusted content such as links and attachments in emails.

Invincea offers three different versions  of X by Invincea – Detect, Prevent, and Complete. This allows 
organizations to choose the deployment that fits their business requirements.  Organizations can 
choose to deploy silently (Detect) before turning on active blocking (Prevention).  Others will choose to 
add an optional additional layer of protection (Complete).
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Detect new and existing threats

DetectDetectFeatures Prevent Complete

Capture and analyze forensic data

Block known and unknown malware

Stop weaponized docs, other file-less attacks

Additional spear phishing protection

To test drive X by Invincea visit invincea.com/testdrive



Invincea Managed Services

Invincea Remote Threat Monitoring amplifies the value of your deployment by combining X by 
Invincea with active monitoring by Invincea security analysts.  Invincea’s threat experts conduct a 
thorough review of the data collected in your environment, and search for any malicious activity. 
If a threat is detected, we notify your administrators about what we found and offer advice on 
how to proceed.

X-as-a-Service is the ideal solution for those who want the endpoint protection offered by 
X by Invincea, but do not want to have to manage the product.  With X-as-a-Service, Invincea will 
configure and manage the software, and monitor for threats.
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X by Invincea: Key Facts

• Created by the data scientists at Invincea Labs, X by Invincea is the leading machine learning,
  next-generation antivirus solution on the market

• Has the #1 malware detection rate in the industry, as validated by 3rd party sources

• Prevents known and unknown malware without signatures 

• Stops file-less attacks, including weaponized Office documents

• Eliminates the threat of spear phishing

• Offers deep forensics for endpoint detection and response

• Designed with Performance Built-In™, which has led to some of the highest performance
  scores ever seen in third party testing

• Analyzes files and renders a decision in 20 milliseconds, before the file executes

• Works offline to protect users in the office or on the road 

• Combines multiple advanced techniques in a single lightweight agent (200MB RAM, <1% CPU)

• OS Support:  Windows 7, Windows 8.1, Windows 10, Windows Server 2008 R2,
  Windows Server 2012 R2 
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“Invincea had one of the best performance 
scores we have ever seen in our tests.”

- Maik Morgenstern
CTO, AV Test
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“We estimate Invincea has saved us more than
a million dollars for just one attack alone.”

- Christopher Walsh
FVP Information Security Officer, Bank Leumi


